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PROBLEM TO BE SOLVED: To provide a system that prevents 
internal data from being leaked or lost to the outside. 
SOLUTION: A segment controller 22 in a segment demarcated by a 
router 14 where machines 16, 18 are interconnected via a LAN 20 
acquires signal sent onto the LAN 20 and identifies a sender and a 
transmission destination of the acquired signal. Then the segment 
controller 22 discriminates whether or not the access right from the 
sender to the transmission destination exists, the sender is 
registered and a document going to be sent by the sender is a 
document whose transmission is inhibited or others. When there 
exists any trouble, the segment controller 22 requests the machine 
of the sender and the machine of the destination to disconnect the 
communication, transmits a report to a system manager to indicate 
occurrence of an access without the access right for the system 
manager and/or a warning report to the sender via the LAN 20. 
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